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This study premised that the information crime passed through several
stages from initiation to execution and commitment of the crime. The
crime however may or may not end as desired by the actor as it may
suspend at the stage of initiation and fails to achieve its motive. This
study seeks to examine whether it is possible to understand the
initiation of an information crime especially in the context of criminal
jurisprudence. The Law asserts that there are crimes in which
initiation is not achieved, such as unintentional crimes where the
criminal intent is not envisaged, as well as the crimes of which the
material corner is a failure to act. This research was carried out in two
parts: first, to know the nature of the information crime, its meaning,
its definition and its characteristics; and the second part determined
the possibility of initiating the information crime. During the second
part, it was necessary to understand the concept of initiation as well as
to comprehend the elements of initiating the information crime. The
study has useful implications for legislators to take precautionary
measures while framing laws related to information crime. The study
also framed suggestions and recommendations as to how to prevent
information crimes.
Key words: information crime, initiation, Cybercrime, physical corner, moral corner,
characteristics.

Introduction
Technology in nature is morphing and expanding to such an extent that it might not have only
the potential to enhance human lives, but also negatively affect human. The greatest threat that
has occurred is perhaps in the field of computers and information networks making both
positive and negative effects on human life and behavior (Jessica, et al., 2019). Positive impacts
include making the whole world a global village with a robust communication network and the
internet. Technical development has helped speed the circulation and ease of information
(Roya and Nima, 2019), as well as the diffusion of cultures and facilitation of trade activities
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globally. Technology helps in strengthening the human relationships by increasing their
connectivity and speedy delivery of messages reducing the paper costs; however, besides this
positive usage of technology, there also looms negativity, especially in the use of computers
and Information networks for illegal purposes or more precisely for the commission of criminal
activities (Mkrtchian, 2019).
Information crimes can be committed in multiple forms, individually or in groups; locally or
globally; at a personal or at an institutional level. Researchers and experts in legal studies have
not agreed on a particular terminology due to its increase in scope and sophistication. Some of
them use the term "informational crime" (Mkrtchian, 2019) while others call it
‘cybercrime’ (Takashi, et al., 2018) due to the excessive use of computers and the Internet to
carry out criminal activities. Some jurisprudence also uses the term ‘technological crimes’ or
‘cybercrime offenses’, ‘computer abuse crimes’, ‘High-tech crimes’ or ‘computer-related
crimes’ (Tomáš, and Jakub, 2019).
This study is primarily designed to understand the definition and meaning of information crime
in the light of criminal offences committed. The focus of the study will however remain on
examining the crime in which the actor is unable to achieve his or her criminal outcome,
regardless of his or her efforts, for reasons beyond his control. The study will also exclude from
its scope and definition actions such as solitary crimes that are committed by single actors or
aided by others for achieving their personal vested criminal outcomes or such crimes which are
committed for specific purposes and cannot be generalized.
This research will hence use the term ‘informational crime’ in the light of definitions provided
by some researchers (Silva, 2017): it is explained that computer crimes or technological crimes
do not always mean crimes committed in the field of computers and information networks
through the Internet. In fact, technological crimes may also often include crimes that are not
categorized as information crimes. It is basically the computer and information networks that
serve the means by which information crimes are committed. Information criminals use
computers and information networks to obtain, delete, change, add or destroy information.
Such information could be related to people’s lives, their private data related to their health,
finances, banking, and conversations on social media accounts, browsing history, website
passwords and a like. Technology has made human lives digital, and such digital information
can be accessible to potential perpetrators, who can be termed as cyber criminals or hackers.
The more digitization becomes abundant and ubiquitous, the more information becomes prone
to risks and threats.
Due to its complexities of definition and understanding, a need was felt to examine the
widespread span of such information crimes in order to enable a universal and standard
definition of it. The concept of information crime has undergone a huge development over
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time, in both scope and sophistication, owing to the increase in the varieties of means of
information technology and information networks. These means have given rise to the
development of new techniques and methods in committing crimes; for example, hackers or
criminals manipulate data stored in computers and make its use illegal.
Initially, when information crimes began to be committed, the reaction was limited to mere
publication of a few newspaper articles to disseminate and educate masses about these illegal
acts and discuss how to deal with them. In the mid-1970s and early 1980s, dealing with illegal
acts in the cyberspace environment and information networks appeared to be a new criminal
phenomenon and not merely immoral behavior (Guimaraes, et al., 2018). Hence, a dire need
was felt to address this serious phenomenon, technically and legally. Technically, the security
of data was emphasized through the use of passwords, especially to prevent anyone else other
than the users from viewing the data; later, the focus moved to protect information from
tampering or manipulation (Forsman, and Niklas, 2017). From the legal point of view, the
experts in jurisprudence studied this phenomenon of information crime in order to devise
effective solutions.
The next section attempts to define information crime as it developed the language that is used
to understand and both the narrow and broad implications. This is followed by a methodology
to designate a right term for this phenomenon by highlighting the characteristics of the
information crime committed with the use of computers and information networks.
Information Crime: Language and Meaning
The term ‘crime’ originally meant an “offense” or a “sin” committed (Allen, 2015). As for the
term “information”, it refers to knowing or making a sign about what is known (Tina M., et al.,
2016). The term "information" is self-explanatory and was first used by Philippe Dreyfus, who
used this term to define the science that links computer science (Stefania, and Michela, 2018).
It is however difficult to define exactly what information crime is, but there are experts and
jurists that have given relevant definitions. Perhaps one of the most important definitions of
information crime is that of al-Faqihan Micel-Credo, who said: Information crime is the
“misuse of a computer as a tool to commit a crime amounting to unauthorized access to the
victim's computer or data, and such a crime also includes physical attacks on the computer
itself or its related equipment (Kyle, and Michae, 2013). It is also known as "a crime carried
out in the periphery of a computer (Chishti, and Mahreen, 2019). According to these definitions
the mere commitment of criminal behavior in the vicinity leading to a disruptive act amounts
to information crime.
Hence, scholars have differed in defining “information crime” and as it dealt with many
doctrines and concepts. There is no doubt that reasons for such difference in opinion and
understanding of the information crime are many, the most important of which is a continuous
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novelty and sophistication in this crime; the differences of views of the experts in its study;
and, the frequent variation of methods in which this crime is committed. In any case, it is
necessary to clarify before the delineation of information crime that the scope of the crime is
not acts or omissions that constitute an attack on a computer or any of its material components,
such as theft, corruption or otherwise,( Nye, Robert A.,2014); but it constitutes the unlawful
assault on computer data, intended to mean negative acts that are committed within the scope
of information.
Additionally, it is also not acceptable to describe any crime as the information crime in which
a computer or any of its components or material components are assaulted. There is a difference
between crime committed to some information in the form of infringement, breach, or stealing
the data and the crime in which an information system is used as a tool of crime. Hence, one
cannot call the latter case information crime, but rather an ordinary crime, where physical
components of an information system are abused or attacked. Hence crimes committed on
computers or on printers and other devices are ordinary crimes, but on the other hand, a person
who uses the information system to intimidate another person or enter into a company's server
with a view to destroy, alter, or manipulate the information contained within the network of its
computers is considered to be information crime (Wazoel, and Philip, 2017).
This leads to conclude that, the intent of the information crime is significant and for any such
illegal act the knowledge of information technology is fundamental (Ronald F., and Aric,
2018). According to this definition, knowledge of information technology is required to
commit any informational crime, and that those conducting investigation and prosecution must
have technical knowledge. This definition also restricts the concept of information crime and
is not applicable on cases where a little or only basic knowledge of information technology is
required. However, such a condition is not significant because an information criminal may not
possess a large amount of knowledge and skill in information technology when committing an
information crime. In fact, there exists the inertia for the user inside the computer itself that
provokes him to commit an information crime when there is an opportunity. Hence, in order to
evolve into an information crime, it does not require a large amount of experience in the field
of computers.
One of the narrow-term definitions of cybercrime relates it to a crime against money associated
with automated information processing ( Sabah, et al., 2019) or "any negative or positive
conduct under which programs or information are attacked in order to take advantage of any
image" and that "any act or omission that attacks moral funds (computer data) and that is a
direct and indirect result of the intervention of technology. Information can also be defined as
any act of “positive or passive intentional to attack the technology of information” or an act
carried out by complex electronic devices in order to cause harm (Sabah, et al.,2019; Hashim,
et al., 2019).
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Some jurists have however differed in the definition of information crime and recommend to
set objective and standard criteria to understand it (Jurdi, 2017). These jurists insist that the
definition must contain all the elements of crime and its impact and must be stable and
consistent among all juristic situations, including physical as well as moral pillars of
jurisprudence (Claus, 2006). Legally, in the field of jurisprudence, when an information crime
is committed there is a provision of the punishment or measure imposed by the law. Therefore,
in the field of jurisprudence, the definition of information crime will be: Any positive or
negative act of which the information system is a tool or a means to execute and that it
constitutes an attack on a law-protected interest or an act that the law punishes as a
penalty (Marianthi, et al., 2005).
The examination of the above-mentioned definitions of information crime leads to an
understanding that these definitions are more universal than consistent. It is also observed that
these definitions restrict the assault on money; they are regardless of material or moral
consequences; they require that the criminal act be intentional or causing harm to others. One
thing that is common in all definitions is that the culprit may use the computer and
communication networks to attack people's lives or to violate the sanctity of their personal lives
(Diss. 2016). The information crime is also not required to be deliberate as it may be
unintentional. If the criminal intent of the offender is neglected, he might direct his will to the
correct destination. For example, a person may delete information from the computer’s
memory of a person by negligence or error, which may not amount to an information crime.
Information Crime: Language and Characteristics
In this subsection, the characteristics of information crime have been identified. The crime of
information is only the result of technological or scientific development in the field of computer
and information networks, so it is this development that gave this crime some characteristics
or enhancement of the purpose of this kind of crime. Such characteristics may also be
associated with a cybercrime relationship with computer and information technology. The
more widespread this technique, the more this type of crime is committed.
In order to understand the characteristics of information crime, it is required to first identify
instruments or methodology used to commit the information crime and then look for evidences
and discovery of the crime. The methods by which a criminal offence is committed is generally
defined as: a tool or a machine that intervenes or mediates between the criminal will and the
crime; in other words, a criminal method is the means by which the perpetrator may resort to
and use to achieve his criminal will (Jurdi, 2017). This makes information crime having a
distinct characteristic from other crimes because the method of committing information crime
is often solely through a computer.
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However, in jurisprudence, making the computer the only means to commit the crime of
information may be treated as a limited definition (Wazoel, and Philip, 2017). The information
crimes may also be committed through electronic devices other than a computer, such as a
mobile phone or an electronic tablet. Such devices like a mobile phone or a tablet can
participate in information networks, whether local or international, through the Internet and
implement the crime. The Law believes that this is an era of information revolution, and
therefore it is possible for science to invent new electronic devices that could be used as a tool
to commit information crime (Tina M., et al., 2016).
The commitment of information crime also requires technical knowledge in the field of
computer and information networks. In the recent past, information crimes were committed by
people with experience and expertise in computer technology and information networks. A
computer program is written in special languages that require knowledge of procedures, and
programming credentials. A computer programmer, having the knowledge of Fortran or Linux
languages will take only a few hours to commit a crime. This is one of the reasons that people
with a good technical knowledge are often engrossed in cybercrimes.
Another characteristic feature of information crime is the difficulty of finding evidence in order
to prove that a crime has been committed specifically. It is also difficult to prove the motive
behind this kind of crime as this crime differs from other crimes in terms of material evidence
left by the offender at the crime scene. There are many evidences in other types of crimes by
which the truth of crime can be reached. For example, in murder crimes, a criminal leaves
traces of blood or the body of a victim or there is a broken door as the evidence of a crime of
theft. However, in information crime, the perpetrator can, in a few seconds, erase and destroy
all evidences of his crime. The information crime is also often committed by manipulating
information, which is also another reason for not being able to detect the information crime.
More importantly, if it is hacked from outside the borders, there is no material proof of such an
intangible act. In all such cases, computer officials do not report violations committed, in order
to avoid problems of being charged for negligence or failure of security measures.
The difficulty of finding or proving the information crime can be due to many reasons namely:
First, there is often no evidence of the crime, in which the responsible person could be found
guilty (Kristen D., and David, 1979). Second, the perpetrator of the information crime has the
expertise and skill to hide the evidence in order to avoid being condemned. Third, there is a
lack of experienced investigative or judicial authorities in the field of computers and
information networks. These crimes often require investigators with technical expertise.
Fourth, mostly such information crime are not reported because the victim is often a large
financial institution or a large commercial or industrial company and refrain from informing
the competent authorities about the occurrence of information crimes and maintain confidence
of customers. Such institutions also fear that the financial reputation of these institutions or
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companies can be at risk if such crimes are made public (Kristen D., and David,1979). Lastly,
it is also difficult to track the perpetrator of the cybercrime in any given network due to its large
scope and sophistication.
Initiation of Information Crime
The next question in the current study is to find out whether it is possible to initiate the
information crime. In particular, though, there are crimes that cannot be initiated, either wholly
or completely, such as non-committal crimes and crimes whose physical element is to refrain
from doing (crimes of negation). However, an attempt can be made to understand how this
information crime started and what various starting points were. It is important to first define
initiation and then look into its various types.
A number of writers have introduced initiation, some of whom have defined it as "an
incomplete crime” or a crime in which "the physical element is not fully realized” (Takashi, et
al., 2018). In the domain of criminal laws, a definition can be cited given by the Iraqi Penal
Code No. 111 of the year 1969, article 30 that it is an " attempt to begin to carry out an act with
the intention of committing a crime or misdemeanor unless it is stopped or is disappointed by
the consequences.”
The Jordanian Penal Code of the year 1960 in the article 68 defined initiation as an act of
manifest that leads to the commitment of a felony or misdemeanor. If the perpetrator is unable
to complete acts necessary to obtain such a felony or misdemeanor, he shall be punished in the
stipulated manner unless otherwise provided by law such as hard labor, permanent or temporary
in a termed imprisonment for seven to twenty years. The penalty of felony can also be imposed
for at least five years with hard labor, or life imprisonment.
Article 30 Of the Iraqi Penal Code postulates that initiation can be of three types with the
common denominator between these three types being the non-achievement of results of the
criminal intent of the object which may be because of the lack of physical element or evidence.
The three types are first, Getting Started but remain incomplete or crime suspended. This kind
of initiation begins when the actor committing a criminal activity (verb) is stopped by reasons
or circumstances external to his reach and cannot commit the crime. However, the question
that can be raised here is whether it is possible to call an incomplete initiation as the information
crime. The answer is yes because if a perpetrator is trying to destroy a program or information
through a virus and is interrupted by another person and the virus is deactivated by a counter
program. The perpetrator here may be punished for attempting to commit a crime of destroying
a program or a computer network.
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The second type of initiation is a complete Initiation or Misdemeanor. This happens when the
perpetrator commits criminal behavior or an unlawful activity fully and completely. The material
element or the motive of the information crime is achieved except that the criminal result of the
crime could not be achieved as it was beyond the will of the actor. Here, the difference between
the complete initiation and the incomplete start can be observed. Here the criminal behavior is
complete in contrast to the former scenario. An example of this type can be cited if a person puts
a virus into a computer or a computer network but does not achieve the result that he wanted to
because of an antivirus program already installed inside the computer or the information network
that prevents the loss of the information data.
The third type is characterized as a crime impossible to commit. The Article 30 of the Iraqi
criminal law cited this third type of initiation as a crime committed with the intention of doing a
misdemeanor or criminal offense which is impossible to carry out for any reason related to the
crime or the means used to commit it shall be considered as a crime. an example can be given if
a perpetrator realizes that there is no other way possible to commit a crime just because of the
immunity already inbuilt in the act of crime itself.
There is yet another way to look at the information crime which is through the pillars of crime.
Generally, there are the two physical pillars and one moral. The first physical aspect of crime is
the material activity that the offender commits, taking an external appearance in the form of an
attack over an interest protected by the law (Taulan, et al., 2016). The second physical; element
is the initiation of the execution of the act of crime as an external activity. Since these are physical
acts, therefore it is difficult to talk about their stages of thought, determination, design and
preparations for the crime because the law will not penalize for various stages of crime but will
punish for the commencement of execution (Taulan, et al., 2016) .With regard to the information
crime, this law is also implemented and specifically the Iraqi criminal law would punish any
person who initiates an act to commit an information crime.
On the moral perspective, Article 30 of the Iraqi penal code recognizes the existence of moral
element in the attempt to commit a crime or misdemeanor. Therefore, the perpetrator must be
intended to commit the crime when he commits the act (Takashi, et al., 2018; Taulan, et al.,
2016). For instance, a perpetrator may enter an information network in an illegal manner with the
intention to commit an information crime and attempts to develop a virus inside the information
network in order to destroy or damage it. However, if this is not intended, the initiation will cease,
but he can be penalized for the act of entering the information network without permission. It is
worth mentioning that the initiation is also applicable to crimes and misdemeanors even without
infractions (Taulan, et al.2016).
Moreover, if the perpetrator initiates the suspension of implementation or the manages the
disappearance of the impact of both the physical and moral elements, the crime will still be
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said to have committed as intended by the offender for reasons beyond his control (Takashi, et
al., 2018). The reason is that the crime is not complete for two reasons: either because of the
suspension of implementation or the failure to affect the will of the actor. Whatever the reasons,
it is a fact that the consequences of the crime were beyond the will of the actor as well its
suspension of implementation or the impact of the effect of the act too were not in the will of
the actor and therefore the crime could not be committed. It should be noted that the law of
moderation, which is not punishable by the legislator, is optional. The actor refrains from
completing the crime after it has begun and does not explain the reasons such as fear, remorse
or others that led him to refrain from completing the crime.
Conclusion
The advancement in information technology and information networks, particularly due to
the Internet usage, has resulted in the most important creations that science could ever offer
to humanity or the human mind could invent. However, there is a deviant group that abuses
this wonderful technology for criminal purposes. This research study attempted to find out
what information crime is and the extent to which this type of crime can cause harm. This
study looked at definitions that contained all elements of crime and its impact, in the light of
jurisprudence, morality and also the use of Internet as a daily activity medium. The various
definitions led to conclude that information crime is actually an act in which the information
system is a tool or a means to execute the crime and that it is an attack on a law-protected
interest, and that the law shall prescribe a penalty or a remedy to such acts of crime. This
study also found out that the offense in the information crime is not restricted to money,
whether material or moral, but it could be the attack on the data or the information. Hence,
the characteristics of information crime were revealed in the study. These characteristics
distinguished information crime from other common and political crimes.
Suggestions and Recommendations
In light of the current study on the substantive provisions for initiation of information crime,
the following suggestions can be made. First, it is necessary to update the current Iraqi Penal
Code or to enact special penal legislation to accommodate information crime. While doing
so, it must be noted what the motives of the initiation of crime were, or whether the law
provides appropriate criminal protection for the information system and to its users and
whether the user is a natural person or a moral person. It is also necessary that, while dealing
with the information crime, the possibility of having it committed cannot be excluded
because then it would leave a vacuum which the criminal might use to commit the crime. It
is also suggested that specialized institutions and experts in information technology should
be employed to determine the identity of perpetrators of information crimes and to
understand the nature of their activities and to provide advisory assistance to criminal justice
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agencies in tracking perpetrators and determining appropriate sanctions against them. A legal
and judicial environment capable of dealing with information crime activities may also be
created efficiently and effectively, based on familiarity with the technical and legal aspects
of such activities. The experts may also adopt a comprehensive strategy to fight against
information crime in which the main sectors of the state should be involved. The government
should undertake to study the factors of committing this type of crime, to identify its effects
and seek the best means and mechanisms to limit it. Last, but not the least, it is necessary to
educate the users about the preventive measures that can be adopted to stop information
criminals as well as devise new ways to deal with their behavior in the event of committing
crimes.
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